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Responses from the United States on the

Questionnaire on Travel Document Handling and Issuance Systems

For IOM-RCM Survey(
TRAVEL DOCUMENTS HANDLING AND ISSUANCE QUESTIONNAIRE

1. Blank Book Control

1.1. To what extent are security materials used in book construction?

a. Biographical data page:  

The present data page is on the endleaf.  Watermarked paper is used, with security offset inks.  Toppan digital portrait and personalization is protected by the thin holographic Crystagram film.  The new book will have all the same features, as well as optically variable ink, and the biographical data will be on the first page, not on the endleaf.  We expect to begin using the redesigned passport book by summer 2005, when we begin issuing the new Electronic (biometric) Passport. 

b. Endleaves:  

The present endleaf is discussed above.  The new endleaf will have intaglio printing, latent images and optically variable ink, and distributed security features.

c. Pages of travel document:  

The present pages of the passport have a watermark, an included thread with microprinting, and chemical sensitivity.  The new visa pages will have a new watermark, UV image different for each page, and an embedded thread with UV panels, and chemical sensitivity.  

d. Other:  

Present books are numbered on manufacture, but a separate number is used as the “passport number.”  The new passports will use the book inventory number as the passport number, thereby assisting the tracking of lost/stolen documents. 

1.2. Are blank documents individually numbered and records kept?  

Yes.

1.3. What daily accounting procedures are used? 

Blank books are counted at the start the day, counted again by the book printers before receipt and are entered into our computer system, which is monitored during the day.  All assigned books and all outstanding books must be accounted for by at the end of the day.  All Blank Book Procedures are outlined in our Internal Controls manual.  

1.4. What spoilage accountability procedures are used? 
Spoiled books are accounted for during the day and at close of business.  The computer system can generate a spoilage report as well.   When a blank book is “spoiled,” it is maintained by the book printer in a separate bin.  These books are turned over to the supervisor and are reconciled daily.  They are maintained in the vault until they are destroyed.  The Asst. Regional Director will designate two responsible permanent status employees to destroy spoiled and defective passports (they are usually shredded and a record is kept).       

 2. Passport Application and Adjudication Process

2.1 What are the primary documents of citizenship evidence?  
Birth certificate, Naturalization Certificate, Certificate of Citizenship, Consular Report of Birth Abroad, or U.S. Passport.

2.2. Are employees trained to spot fraud indicators? 

Yes.  (Fraud is understood as any attempt to assume a false identity, or conceal an actual identity or elements of one’s background, by providing false or misleading information or documentation.) 

2.3. Is one employee able to perform all the tasks needed to produce a passport or there is a division of tasks? 

No, there is a division of tasks and computer access.
2.4. Are tasks rotated among staff? 

Yes.

2.4.1 If affirmative, what key tasks are rotated and how frequently? 

In passport agencies that serve the public, passport specialists are rotated between counter and desk adjudication.  For the most part, all processing personnel are interchangeable. No one processing employee is given system access to all the functions in the computer which could produce a passport and their access is adjusted/limited as they rotate through each function.        

2.5. Is there a tracking system in place, allowing to determine how were the employees involved in each segment of the process? 

Yes.

3. Identity Verification and Name Check Process

3.1. How many and what documents are required (i.e. photos, proof of citizenship, birth certificates, driver’s license, etc.)? (list them) 

To apply for a passport, you must provide an application, proof of citizenship, proof of identity and two photos.

As stated above, a birth certificate, Naturalization Certificate, Certificate of Citizenship, Consular Report of Birth Abroad, or U.S. Passport, can be used as proof of citizenship.

For proof of identification, photo ID is required and a signature is preferred.  Usually a Drivers License is presented for ID purposes.  The applicant is identified by personal interview in which documentary evidence is presented whenever possible.  In difficult cases other methods of identification may be submitted upon request.    Other forms of ID include previous U.S. passport, Government employee identification card (Federal, State, municipal), driver’s license with photo (not temporary nor learner’s permit), aircraft pilot’s license issued by the Department of Transportation, official U.S. military or military dependent identification card, crewmember’s certificate (valid, with identifiable photograph), or driver’s license issued by the Department of State to employees of foreign embassies or consulates.  In addition, personal knowledge of the applicant for two years or more by the passport issuing officer or other official designated to accept passport applications is another method of identification.

Applicants who do not provide their Social Security Number may be imposed a $500 penalty.

3.2. What identity verification procedures are employed? (ex. data base cross-matching, police verification of background, etc..) 

Commercial informational databases (e.g. Choicepoint) are checked before a passport is issued if there is a question as to the adequacy of documentary evidence.                 

Passport Consular Lookout Support System (CLASS-E )

· Contains sources or reasons such as law enforcement, wanted federal felons, citizenship questions, passport fraud or misuse, child custody problems, government debts, and non-payment of child support (i.e. U.S Marshals [WIN] and HHS [deadbeat parents]).

Multiple Issuance Verification (MIV) System, which produces a response from records stored in:

· Passport Information Electronic Records System (PIERS)

· In Processing (all applications currently being processed (IP)

· Consular Lost and Stolen Passport System (CLASP)

· List of passport applications for which no passport was issued (ABANDONS)

In addition, there is a Social Security database that, at this time, contains tables for when a social security number is issued and what state issued it.
3.2.1 To what extent are attestations of identity used?  

Some.  A person may fill out a form and attest to the applicant’s identity.   This is used when an applicant does not have acceptable ID and we use this statement in conjunction with other documents that the applicant can produce.  

3.3. Are acceptance agents used and what is their training and certification? 

Yes, acceptance agents are used.  They are certified to accept passport applications and are trained by our Customer Service Managers and Fraud Prevention Managers on a frequent basis. 

3.4. Are names run against databases of people ineligible for a passport? 

Yes, against our Passport CLASS System.

3.4.1 If affirmative, are they in internal or external? 

Internal. 

4. Replacement of Lost and Stolen Passports

4.1 Is the public required to report lost and stolen passports immediately? 

No.  While they are requested to report it immediately, we do not require it.

4.2. Are lost and stolen passports declared invalid and entered into an electronic database available at border crossings? 

Yes.

4.3.  Are lost and stolen passports reported to Interpol? 
Yes – daily additions and deletions are provided to INTERPOL via USNCB (U.S. National Central Bureau of the Department of Justice).

4.4.  Is the process of issuance of a replacement for a lost or stolen passport different from the process for normal passport issuance, and in what way (i.e. higher fees, longer waiting periods, etc.)? 
No.  The process is the same.  

5. Printers

5.1. Do printers require a "two-person" rule for operation? 

Yes.

5.2. Is printer log-on use monitored and retained? 

Yes.

5.3. Are security materials kept in controlled access? 

Yes.

6. Physical Security of the Passport Issuing Facility

6.1. Is access controlled and are records of movement kept? 

Yes.

6.2. Are security personnel present at all times and visible? 

Yes.

6.3. Is there surveillance and intrusion detection equipment installed? 

Yes.

6.4. Is there a separate room for interrogation purposes in case that violation of internal security is detected?  

Yes.
   

7. Personnel Standards
7.1. What level of background check is performed on potential employees, and how regularly are they performed?

a. Operational staff: 

Public Trust

b. Supervisory staff: 

Secret and Top Secret updated every 5 years.  

c. Managerial staff:  

Secret and Top Secret updated every 5 years.  

7.2. What anti-fraud training is provided, and how often is it repeated?

a. Operational staff:  

Anti-fraud training is provided to all new employees.  The Operational Staff is provided anti-fraud training monthly, by our Fraud Prevention Managers.  We have Operational Staff rotate and work in the fraud office for a prescribed period of time.

b. Supervisory staff: 

Supervisor staff and Managerial staff are welcome to attend the monthly fraud training sessions.  They are provided reports and updates pertaining to anti-fraud matters. 

c. Managerial staff.

 See 7.2b. above. 

8. Internal Controls, Audit and Investigations

8.1. What internal controls procedures are in place? 

We have an entire manual that outlines our Internal Control procedures, which covers the entire operation.  Each agency is reviewed once every two years by a Management Assessment and Internal Controls team to ensure that they are in compliance with internal controls polices and procedures.  All controlled items are monitored by daily and reports are reviewed and approved daily by management.  

8.2. Are internal control standards a part of the performance rating? 

Yes.

8.3. How severely are employees punished if fraud is detected?  Is there a criminal code addressing specifically this area of fraud? 

In cases of malfeasance or fraud, employees are punished as severely as the law will allow.  Yes, there is a criminal code that addresses fraud.

9. Senior Level Support for Issuance Process Procedures

9.1. What managerial steps specifically enhance the security of document issuance?

Management has installed a robust Internal Controls Program that includes a regular review of the passport issuing agencies for compliance with the internal controls procedures.  A senior manager is part of each review team, and the Managing Director of Passport Services often participates.  The Managing Director then supervises the process of making recommendations to correct shortcomings and assuring compliance with those recommendations.

9.2. How much budget is allocated for document and issuance security matters?

The fiscal year 2005 budget is $162.6M; approximately 15% of that amount is budgeted to pay for passports with the biometric chip information and 13% for secure mail delivery. 

9.3. Are fees in line with issuance and production costs for a high quality document?

Yes, fees are based on the actual production and issuance costs of the document.
 

( This instrument was prepared by ICAO Working Group Members, 2004.
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